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2. Disclaimer

This report is not, nor should be considered, an “endorsement” or
“disapproval” of any particular project or team. This report is not, nor
should be considered, an indication of the economics or value of any
“product” or “asset” created by any team or project that contracts
Clarity Alliance to perform a security assessment.

This report does not provide any warranty or guarantee regarding
the absolute bug-free nature of the technology analyzed, nor do
they provide any indication of the technologies proprietors, business,
business model or legal compliance.

This report should not be used in any way to make decisions around
investment or involvement with any particular project. This report
in no way provides investment advice, nor should be leveraged as
investment advice of any sort. This report represents an extensive
assessing process intending to help our customers increase the
quality of their code while reducing the high level of risk presented by
cryptographic tokens and blockchain technology.

Blockchain technology and cryptographic assets present a high level
of ongoing risk. Clarity Alliance’s position is that each company and
individual are responsible for their own due diligence and continuous
security. Clarity Alliance’s goal is to help reduce the attack vectors and
the high level of variance associated with utilizing new and consistently
changing technologies, and in no way claims any guarantee of security
or functionality of the technology we agree

to analyze.

The assessment services provided by Clarity Alliance are subject to
dependencies and under continuing development. You agree that your
access and/or use, including but not limited to any services, reports,
and materials, will be at your sole risk on an as-is, where-is, and as-
available basis.

Cryptographic tokens are emergent technologies and carry with them
high levels of technical risk and uncertainty. The assessment reports
could include false positives, false negatives, and other unpredictable
results. The services may access, and depend upon, multiple layers of
third parties. Notice that smart contracts deployed on the blockchain
are not resistant from internal/external exploit. Notice that active
smart contract owner privileges constitute an elevated impact to any
smart contract’s safety and security. Therefore, Clarity Alliance does
not guarantee the explicit security of the audited smart contract,
regardless of the verdict.
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Severity Impact: High | Impact: Medium | Impact: Low
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Likelihood: Medium | High Medium Low
Likelihood: Low Medium Low Low

5.1 Impact

e« High - leads to a significant material loss of assets in the
protocol or significantly harms a group of users.

e Medium - only a small amount of funds can be lost (such as
leakage of value) or a core functionality of the protocol is
affected.

e Low - can lead to any kind of unexpected behavior with some
of the protocol’s functionalities that’s not so critical.
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[QA-02] Lack of Trait Validation in collect
May Result in Revenue Reset Without Fee
Collection

Description

The system generally ensures that the correct traits are provided
across functions. However, validation is missing in the restricted
collect function. The collect function isintended to gather any
revenue earned from protocol fees. If incorrect traits are provided,
the system could mistakenly reset the revenue without actually
collecting the fees, leading to potential accounting discrepancies.

(define-public
(collect
(token0 <ft-trait>)
(tokenl <ft-trait>))
(let ((user tx-sender)

(protocol (as-contract tx-sender))

(rev (get-revenue))
(amt0 (get token0 rev))
(amt1l (get tokenl rev)) )

;; Pre-conditions
(try! (check-protocol-fee-to))
;7 Update global state
(if (> amtO0 u0)
(try! (as-contract
(contract-call? token0 transfer amt0 protocol user none)))
false)
(if (> amtl u0)
(try! (as-contract
(contract-call? tokenl transfer amtl protocol user none)))
false)
;7 Update local state

(unwrap-panic (reset-revenue))

Recommendation

Implement trait validation in collect to ensure that the correct
traits are used.
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